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Abstract The problem of food safety is a critical issue in
recent years. To address the issue, the technologies of the
Internet of Things are used to offer the possibilities to easily
track the processes in the production, storage, transportation, sale, and even using phases of foods. This paper,
therefore, introduces the design of an electronic pedigree
system for food safety, which uses electronic pedigrees to
enhance the safety of food supply. The system implements
an extension of the pedigree standard of EPCglobal, and
offers a more trustworthily tracking service to monitor and
supervise the production and supply of food. We discuss the
key issues of the design, and implement a prototype to
evaluate the feasibility of the design. Finally, we analyze
the trustworthiness assurance and security of our electronic
pedigree system.
Keywords Electronic pedigree . Food safety . Internet of
things . Trustworthiness

1 Introduction
Food safety is a critical problem in China because of the
food scandals in recent years. E.g., the “2008 Chinese milk
scandal” (Xin and Stone 2007) is a serious food incident
where melamine is added to infant milk powder. The added
melamine led to more than 300,000 victims, especially
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babies in a-few-month old. In 2011, the meat from
Shuanghui Group, the China’s largest meat supplier, was
detected to contain clenobuterol hydrochloride, a chemical
forbidden in food. To address the food safety problem, the
end consumers and governments require a faster and easier
way to monitor the traces left by foods in the food supply
chain (Muckstadt et al. 2001; Kumar et al. 2011; Li 2012;
Zdravković et al. 2011).
The development of the Internet of Things (Zheng et al.
2011; Atzori et al. 2010) enables more and more physical
objects to easily leave their traces in the cyber space. Similar
to the concept of pedigrees in the physical world, the electronic pedigrees (EPCglobal 2007; Tan and Li 2006;
Harrison and Inaba 2008), which consist of the traces of
these objects, are also proposed. They can be verified in
trusted ways, then be used to anti-counterfeit. Pedigrees in
the physical world record the traces of physical objects,
including human beings, usually in paper format. The pedigrees in paper format are usually signed and can be verified
by authorities. For instance, as a typical segment of a
pedigree, a certificate of a bachelor’s degree from Fudan
University (as authority) can be signed to a person. Then an
employer can verify the certificate on-line or off-line
according to the stamp, signature, and even series number
in the certificate.
The current trustworthy technologies (EPCglobal 2007;
Tan and Li 2006) based on electronic pedigrees focus on the
processes of supply of drugs rather than foods. In addition,
these technologies mainly focus on the basic steps of supply
chains, and pay less attention to the relationship between a
certified object and other objects. For example, the current
electronic pedigrees do not include the environment monitor
data, such as temperature and humidity data. As a result,
many key requirements cannot be met in the food supply
chain management.
This paper, therefore, introduces the design of an electronic pedigree system for food safety, which basically
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follows the concept of IIIE (short for Industrial Information
Integration Engineering) (Xu 2011), and comprises methods
to collect, analyze, distribute, and utilize the information in
order to offer services for users who are involved in the food
industry. The contributions in this paper are as follows:
1) Our design extends the standard (EPCglobal 2007) of
EPCglobal (now GS1) (GS1 2011a), and offers more
featured functions to control the processes in production
and supply of foods. These functions include: the Initial
Environment Pedigree and Environment Pedigree
which record the monitor data of the production environment; the Transportation Pedigree which records
the sensing data in food transportation. This is particularly important when the fresh foods are transported.
The Processing Pedigree which records the transaction
data when raw foods are processed. The Inspection
Pedigree which records the inspection data of foods.
To the best of our knowledge, these featured functions
are firstly applied in the food supply chain management.
2) Our design introduces a master–slave architecture for
electronic pedigree management to meet the storage and
search requirements of the massive pedigrees. In the
architecture, the slave sides are tightly coupled with
business systems by using web services technologies.
They create, verify electronic pedigrees according to
business demands; and the master side is an independent service. It coordinates the slave sides, such as
registering the slave sides, allocating serialization codes
for the slave sides, processing the massive electronic
pedigrees, and offering the search and discovery services
of electronic pedigrees for end consumers.
3) We analyze the trustworthiness assurance in our electronic pedigree system. The analysis shows that our
design can assure more trustworthiness than previous
works.
The rest of the paper is organized as follows: section 2
introduces the background of electronic pedigree and related
work; section 3 introduces the extension of the EPCglobal
standard (EPCglobal 2007) to meet the demands of food
safety; section 4 introduces the master–slave architecture of
the electronic pedigree system; section 5 discusses the key
issues in the electronic pedigree system; section 6 analyzes
the trustworthiness assurance and security of our electronic
pedigree system; finally, section 7 summarizes our work and
introduces our future work.

2 Related work
The technologies, including body sensors, of the Internet
of Things (Atzori et al. 2010) offer a more intuitive,
simpler view of the movement of objects, including patients

(Domingo 2012) and Taxi (Pan et al. 2012). These technologies offer a chance to track and trace goods movement in
productions and supply chain (Xu 2011; Kumar et al. 2011),
including food supply (Gu and Jing 2011; Yin et al. 2011).
The tracking and trace services for food supply can also
enhance the safety of food, because the end users can easily
see the whole process from production to sale. However,
what they see could be forged. That is, the malicious suppliers can forge the goods and information at any phase in
the food supply chain. The concept of electronic pedigree
(EPCglobal 2007) would help us resolve this problem.
The concept of electronic pedigree was initially proposed
to anti-counterfeit in the drug network (EPCglobal 2007;
Tan and Li 2006; Thompson 2004; Kwok et al. 2008;
Lehtonen et al. 2007). Because of the threat of drug counterfeit, the EPCglobal Healthcare and Life Sciences Pedigree
Task Force, together with other contributions of schema
from Cyclone Commerce, Raining Data and Verisign, proposed a standard (EPCglobal 2007). The motivation of the
works partly comes from the laws whereby Florida and
California require the companies to track and trace their
products as the products move through the supply chain.
These researches usually record the basic data of suppliers
and receivers, and use the digital signature to ensure the
integrity of the data.
Afterward, electronic pedigree was used in manufacturing (Kwok et al. 2008), where Kwok et al. leveraged the
technologies of electronic pedigree and RFID (short for
Radio Frequency Identification) to deliver global and accurate supply chain visibility to the processes of storage and
materials transportation.
The RFID technology is usually used as an infrastructure
in the electronic pedigree systems (Zheng et al. 2011; Tan
and Li 2006; Kwok et al. 2008; Meng et al. 2010; Kumar et
al. 2011). A tag which is compatible with RFID standards
stores an identifier code, such as an EPC code, and is
attached to an object. Once the movement of tag is detected,
an EPCIS (GS1 2011b) (short for EPC Information Service)
system will process the event, and would create the electronic pedigree segment according to pre-defined policies.
Furthermore, Tan et al. (Tan and Li 2006) proposed schemes
to store the information of electronic pedigrees to RFID
tags.
However, our paper does not focus on storing the information of electronic pedigrees into RFID tags though these
RFID-enable methods can be applied in our electronic
pedigree system. Furthermore, our work focuses on the
processes of food production and supply, which are missed
in the above works. First, our work focuses on the production process and record the environment data in electronic
pedigrees; second, our work considers the complex processes, e.g., transportation, inspection; third, our work discusses
how to coordinate the electronic pedigree systems and
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serialization modules in the electronic pedigree systems and
how to store and manage the massive electronic pedigrees.

3 The extension of the electronic pedigree standard
3.1 Lifecycle of an electronic pedigree
As is shown in Fig. 1, the lifecycle of an electronic pedigree
for food safety consists of multiple mappings of six key
steps:
Generate: There are two ways to generate an electronic
pedigree in our system, which are the initialization and
nested generation. The former way means that an electronic pedigree is generated without dependence on
other electronic pedigrees. But other electronic pedigrees can be linked to the initialization generated pedigree by using their pedigree ID. The latter means that
an electronic pedigree is generated on the basis of
another electronic pedigree, which means this kind of
electronic pedigrees, contain some other electronic
pedigrees, including initialization and nested generated
electronic pedigrees.
For an electronic pedigree, in which way it should be
generated depends on the pedigree’s type. In general,
Initial Environment Pedigree, Initial Pedigree, Birth
Pedigree, Repacking Pedigree and Processing Pedigree,
which are described in section 3.2 and Appendix A, are
generated in the initialization way, whereas the rest
types of pedigrees in our electronic pedigree system
are usually nested generated. Note that, the latter type
may not be nested generated if exceptions happen.
For instance, if we lose the build-up information of
an environment, we still need record the data of the
environment, which leads to an environment pedigree
generated in the initialization way.
Import: When food products are transported from one
company to another, their electronic pedigrees should
be transmitted simultaneously. There are two ways to
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import electronic pedigrees, which are one-by-one
importation and enveloped importation. Here, the
enveloped importation means that several electronic
pedigrees can be enveloped as a whole file and be
imported together.
Export: When products are shipped or transported
from one company to another, their electronic pedigrees
should be transmitted as well. So the system must be
capable of exporting electronic pedigrees to storage
devices. There are two ways to export electronic pedigrees, which are one-by-one exportation and enveloped
exportation, as well.
Upload: the EPSServs (short for Electronic Pedigree
Sub Server, a slave) need upload the electronic pedigrees to the CEPServ (short for Center Electronic
Pedigree Server, a master) in order to support the
CEPServ to deal with the local query, which is proposed in section 4.2. Acquiescently, after the EPSServ
imports electronic pedigrees, it can upload them to the
CEPServ. The electronic pedigrees saved in the
EPSServs are uploaded in order to maintain the accordance with those saved in the CEPServ so that the
results of the local query can keep fresh.
Verify: verification should be applied to the electronic
pedigrees to ensure the trustworthiness of them.
Generally, electronic pedigrees are verified when they
are imported to the electronic pedigree system or when
a user launches a request to query information about a
product.
We verify an electronic pedigree by the digital signatures attached to it. We firstly fetch the relevant public
key in local database. Then, we use the public key to
verify the validation of the signature. If the digital
signature on the electronic pedigree is validated to be
true, then we determine the information in the electronic pedigree can be trusted. Otherwise, we believe that
the information could be counterfeited and untrustworthy. Note that, we will verify the signatures one by one
according to electronic pedigree’s nested layers.
Query: A user can launch a query to see a certain
electronic pedigree through a web interface provided
by the CEPServ. The system supports three kinds of
search keys, which are ① product code type + product
code + item serial number, ② product code type +
product code + lot number and ③ electronic pedigree’s
identifier. When the queried electronic pedigrees are
found, the CEPServ will verify the electronic pedigrees
at first, and then combine the verification results and the
electronic pedigrees to the user.

Upload

Fig. 1 Lifecycle of an electronic pedigree

Figure 1 illustrates the concrete mappings in the lifecycle
of an electronic pedigree. The solid lines in Fig. 1 show the
key path of the lifecycle while the dotted lines show the
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operations are optional. At the beginning of the lifecycle, an
electronic pedigree is initialized. This step occurs when the
product is produced in the factory. Next, the electronic
pedigree is exported from the company and imported to
another company. During the import process, uploading
the electronic pedigree to the CEPServ is required. After
the importation, new electronic pedigrees may be nested
generated in the new system. For example, when the factory
transports the product to an inspection and quarantine organization, a new inspection pedigree will be generated by
nesting the old electronic pedigree. Then, when a product
arrives at a customer, the customer can query the electronic
pedigree of this product. The CEPServ will receive the
query from the user and search the electronic pedigree in
its local database. If there is such an electronic pedigree, the
CEPServ will verify it and return the electronic pedigree and
its validation to the user.
3.2 Types of electronic pedigree in the extension
Our design extends the types in the standard (EPCglobal
2007). Seven new types of electronic pedigree are proposed,
which are Initial Environment Pedigree, Birth Pedigree,
Processing Pedigree, Environment Pedigree, Transportation
Pedigree, Unsigned Transportation Pedigree, and Inspection
Pedigree. As the final result, there are thirteen kinds of
pedigrees in our electronic pedigree system. They can be
divided into two groups according to the ways they generated,
which are shown in Fig. 2.
The initialization group, where electronic pedigrees are
usually generated without dependence of other electronic
pedigrees, has six types of electronic pedigrees (Initial
Pedigree, Repacking Pedigree, and Alt Pedigree are introduced in Appendix A):
Initial Environment Pedigree: This kind of electronic
pedigree is used to describe the initial data of production environment. When a production environment is
found, its initial environment pedigree needs to be
generated. For example, when a pigpen is established,
its location, capability, foundation time and other initial
environment information should be recorded to generate an initial environment pedigree.
Birth Pedigree: This kind of electronic pedigree is used
to describe the birth information of the product. When
several products are produced, there may be only one
birth pedigree generated since their birth information is
same. For example, when two batches of pork chops are
produced by one pig, only one birth pedigree of the pig is
available. For fruits and vegetables, a birth pedigree
includes seed condition, its previous generation and other
birth information. For livestock, birth pedigree includes
products’ parent information and other birth information.

Fig. 2 Types of electronic pedigree

Processing Pedigree: This kind of electronic pedigree
is used to record the processing information of products. Additives, ingredients, time and other process
information should be recorded. When a processing
pedigree is generated, the previous electronic pedigrees
need to be related to it by their identifiers. So when a
user asks for the product information, we can trace the
previous information by the previous electronic pedigree
identifiers.
In the nested group where electronic pedigrees are generated on the basis of other electronic pedigrees, there are
seven types of electronic pedigrees (Shipped Pedigree,
Received Pedigree, and Unsigned Received Pedigree are
introduced in Appendix A):
Environment Pedigree: This kind of electronic pedigree is used to describe the changing environment. At
set intervals, an environment pedigree needs to be
generated to record the changing environment. The
environment pedigree includes temperature, humidity,
air quality and other environment information.
Another environment pedigree or an initial environment pedigree may be embedded in the environment
pedigree. An environment pedigree is often related to
other electronic pedigrees to show the environment of
that time.
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Transportation Pedigree: This kind of electronic pedigree is used to record the condition in the transportation. Since the food may go bad during transportation,
the transportation conditions need to be recorded. A
transportation pedigree includes temperature, accelerated
speed, and humidity. Transportation data are usually
recorded at intervals during the transportation. When
the transportation finishes, the transportation pedigree
will be generated.
Unsigned Transportation Pedigree: This kind of electronic pedigree is similar to transportation pedigree,
except that it has not a digital signature. This electronic
pedigree is used when transportation companies are not
able to generate electronic pedigrees in special conditions. For example, the transportation transaction is
taken over by the company who receives goods. As a
result, the unsigned transportation pedigree will be
included into a received pedigree, and signed.
Inspection Pedigree: This kind of electronic pedigree is
used to record the inspection information of the
product. The inspection information includes time and
inspection data.
Among these new pedigrees, the Unsigned Received
Pedigree and Unsigned Transportation Pedigree do not
contain a digital signature while other types of electronic pedigrees must have digital signatures. Note that, all
types of electronic pedigrees have a pedigree unique
identifier and relative information in it. Nested electronic pedigrees usually contain other electronic pedigrees
while initialized electronic pedigrees do not.

4 Architectures of the electronic pedigree system
4.1 Master–slave architecture
The electronic pedigree system uses the master–slave architecture, which is shown in the Fig. 3. The slaves, referred as
to EPSServs, are the subsystems which integrated with
companies’ business systems. They are mainly responsible
for creating, verifying, importing, exporting and uploading
electronic pedigrees. It is worthwhile to note that an
EPSServ can upload its electronic pedigrees to the
CEPServ only after the EPSServ has registered in the
CEPServ. The EPSServ integrates with an EPCIS server
and has a serial number management component, which is
in charge of generating unique serial numbers used for
electronic pedigrees.
The master in our architecture is the CEPServ, which is
mainly responsible for treating customers’ query and search
the massive electronic pedigrees. After the slaves (EPSServs)
have registered in the website offered by the CEPServ, the
CEPServ can coordinate the slaves, such as allocating the

serialization codes in the slave sides and processing the
massive electronic pedigrees. The CEPServ has a massive
data storage to save the electronic pedigrees, and can achieve
an efficient search.
4.2 Architecture of the master server
As is shown in the Fig. 4, the CEPServ, which is the maser
server, has a three-layer architecture. The bottom layer is the
file server and database which store the massive electronic
pedigrees and relevant structural information of EPSServs.
The middle layer is the function modules dealing with the
search services, electronic pedigree management and
EPSServs coordination. The top layer is the web interface
for customers and the system interface for EPSServs.
The bottom layer is responsible for data storage. It has
two types of data, which are massive electronic pedigrees
and structural information of the EPSServs registered in the
CEPServ. The massive electronic pedigrees are stored in the
file server while the EPSServs’ information is stored in a
database.
Massive data (Electronic pedigrees) Billions of or even
trillions of electronic pedigrees need to be stored in the
CEPServ if the electronic pedigree system is applied to the
whole food market. So the massive storage and processing
technologies must be adopted in our design. The massive
electronic pedigrees are stored in distributed servers.
Besides, the storing technology is able to distribute the
storage load of the massive data in balance among multiple
servers.
EPSServ info After an EPSServ registers in the CEPServ, its
basic information such as company name, tax number,
corporate representative, address and other company information should be recorded. At the same time, the CEPServ
will send an authentication code to the EPSServ via a secure
channel. The EPSServ needs to use this authentication to
update its company information and upload electronic
pedigrees.
The middle layer is a key layer of the architecture. It is
responsible for managing the data in the bottom layer and
offering services for the top layer. The components in this
layer can be separated into three parts according to their
functions.
The first part is in charge of the management of massive
data. There are two components in this part.
Indexing Since there are massive electronic pedigrees stored
in the distributed file system, a fine indexing mechanism is
needed to find the exact electronic pedigree efficiently.
When the CEPServ stores the electronic pedigrees, it
records the physical address of the electronic pedigrees’
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Fig. 3 Architecture of
the electronic pedigree system

store position, and set up an indexing structure for searching. When we want to find an electronic pedigree, we can
use its identifier and the indexing component to obtain the
electronic pedigree.
Receive electronic pedigrees The EPSServs will upload
electronic pedigrees to the CEPServ in order to help the
CEPServ run its local search, so the CEPServ needs a
component to receive electronic pedigrees. Before the
CEPServ receives electronic pedigrees from an EPSServ,
the EPSServ needs to offer its authentication code to show
its validity. Then the EPSServ can upload its electronic
pedigrees.

The second part is in charge of the search. There are two
components:
Local Search: Since the EPSServs have already
uploaded some electronic pedigrees to the CEPServ, the
local search is feasible. End users input the search keywords to get the corresponding electronic pedigrees’ identities. Then the CEPServ uses the indexing mechanism to
get electronic pedigrees with these identities efficiently.
P2P Search: This search method help end users executes retrievals in the EPSServs. The CEPServ analyses
the search keywords and gets the corresponding electronic pedigrees’ identities. Then, it sends these identities to all the registered EPSServs, the EPSServs will
have a search in their own file servers and return the
matched electronic pedigrees to the CEPServ. The
CEPServ receives the electronic pedigrees, verifies,
and then show them to the end users. The P2P search
can offer more efficiency than the local search when a
user wants the timely and integrated search results.
The third part is in charge of the information coordination
(uploading electronic pedigrees is excluded) between
CEPServ and the EPSServs. There is only one component
in this part.

Fig. 4 Architecture of the CEPServ

Register/update When an EPSServ wants to register in the
CEPServ, it submits a register application. Then, after it fills
in its company information, the CEPServ will send an
authentication code to it via a secure channel.
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The top layer has two interfaces: a web interface which
processes the query of customers, and a system interface
which coordinates with the EPSServs.
Web interface The interface will call the search component
to run the search and return the hit electronic pedigrees and
their validation condition to the customers. By using this
interface, end users can input the keywords to have a search
in the web interface. There are three kinds of keywords,
which are described in 3.1. The keyword product code
type + product code + item serial number is used to get
an item’s related electronic pedigrees. The keyword
product code type + product code + lot number is used
to get the information of the products with the given lot
number. The third type of keyword electronic pedigree’s
identifier is used to get the electronic pedigree with the
given identifier. The customers can choose the search
methods by inputting different keywords. Besides, they
can choose local search P2P search.
Web service interface The web service interface is related to
the Receive Electronic Pedigrees and Register/Update
components. It offers the interfaces for the EPSServs to
use the two components.
4.3 Architecture of the slave server
An EPSServ, which is the slave server, consists of three
modules as are illustrated in the Fig. 5. The three modules
are the Storage, Information Module and Electronic Pedigree
Module.
The Storage has two components:
Info Database: This database stores the three kinds of
basic information in the system. Those are staff

information, company information and partner information. All these information need to be used in the
operations of the Information Module and Electronic
Pedigree Module.
Electronic Pedigree File Server: Our design uses file
systems to store the electronic pedigrees. There are
indexing tables in the database to record the mapping
from the pedigree identifier to the physical address of
the electronic pedigree’s location.
Furthermore, the Information Module is composed of
three components:
Staff Info: Staff Information Management includes the
adding, removing and modifying the staff information
of the system. The staff information includes the staff’s
identifier, name, password, address, telephone number
and his or her role. It is worthwhile to note that the role
refers to the set of rights of the staff to operate on the
electronic pedigrees in this system.
Company Info: Company Information Management
includes the initialization and modification of the company information. Only the administrator has right to
operate on the company information. When the
EPSServ is first used, the administrator must fill in the
company information at first. Otherwise, other functions of the EPSServ are forbidden. Note that the old
company information will be reserved instead of being
deleted if it is modified.
Partner Info: Partner Information Management
includes adding, removing and modifying the partner
information. The partner information refers to the basic
information of the companies that have trade with the
present company. The Basic Information usually
includes the company name, register number, corporate
representative, address, telephone number and the public key certificate, which is used to verify the digital
signature of the partner.
The Electronic Pedigree Module is the key part of the
EPSServ. It is responsible for the functions related to the
electronic pedigrees. As are described in section 3.1 in
detail, the functions include generation, verification, import,
export, upload and search. Among them, upload and search
functions are two interfaces offered to the CEPServ.
4.4 Prototype

Fig. 5 Architecture of the EPSServ

The electronic pedigree system’s web interfaces are developed in the SSH (Struts + Spring + Hibernate) framework
with Eclispe 3.5. Besides, MySQL is used as the database to
store the index of electronic pedigrees, and other system
data. Hadoop is used to store massive electronic pedigrees.
Figure 6 is the portal page in the CEPServ, in which end
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Fig. 6 Electronic pedigrees query page of CEPServ

users can input the keywords to query the corresponding
electronic pedigrees.

5 Key issues in the design
5.1 Serialization coordination
The electronic pedigree system has a serial number management component, which is the basic component to
identify an object and to generate unique serial number so
that the CEPServ can use this number to have retrieval.
In the system, four types of numbers need to be managed,
which are pedigree identifier, item serial number, document
serial number and envelope serial number. In each type, two
identical serial numbers are forbidden.
Table 1 shows the serialization format for the four types
of serial numbers.
The pedigree identifier is composed of the EPSServ’s
name, the electronic pedigree’s type and a twelve-digit
number. The EPSServ’s name uniquely identifies the company globally. Both the EPSServ’s name and the electronic
pedigree’s type are English words or their abbreviations.
The three parts of the pedigree identifier are separated by
underlines. For example, if an EPSServ’s name is ‘fudan’
and it generates a shipped pedigree, the serial number management component will allocate Fudan_SP_000000000001
to the new shipped pedigree if no shipped pedigree exists in
the database before. The twelve-digit number increases one
by one every time a pedigree of the same type is generated
in the same system.

The item serial number is composed of the EPSServ’s
globally unique number, the corresponding number of an
electronic pedigree’s type and a twelve-digit number. All the
three parts of the item serial number are numbers and there
is no separate among them. For example, we suppose an
EPSServ’s number is 0001 and the pedigree is an initial
environment pedigree. The item serial number can be
000101000000000003 if there is already an initial environment pedigree with a serial number 000101000000000002
in the database.
The formats of document serial number and envelope
serial number are the same as that of item serial number.
They are composed of the EPSServ’s globally unique number, the corresponding number of an electronic pedigree’s
type and a twelve-digit number.
Note that, there may be duplicate numbers among the
four types of serial numbers, which means a serial number
such as 000101000000000001 may be a pedigree serial
number, a document serial number and an envelope serial
number at the same time.
Table 2 describes the abbreviation and numbers for all
types of electronic pedigrees used in the electronic pedigree
system.
5.2 Consistency of electronic pedigrees
The electronic pedigree system will face some inconsistent
problems because of the exceptions, such as the misoperation and delay. In order to keep the consistency of
the system, measures are taken to overcome these problems.
When more than one verified electronic pedigrees are
found for one event, we choose to trust the latest one. This
rule is always helpful to solve the problem caused by staff’s
mis-operation. For example, a staff member generates a
shipped pedigree in which the receiver is company A. But
it happened that the receiver changes before the product are
shipped out. So the staff member generates another shipped
pedigree in which the receiver is company B. In this condition, there are two conflict pedigrees when customer wants
to trace the shipped process of the product. When such a
problem occurs, we choose to trust the pedigree with the
latest time. In this case, the second pedigree in which the
receiver is B will be chosen.
Besides the mis-operation, delay is another problem
which can be solved by the EPCIS servers. The delay is a

Table 1 Serialization format
Serial number type

Format

Example

Pedigree identifier
Item serial number
Document serial number
Envelope serial number

EP_Type_12Number
EPNum + TypeNum + 12Number
EPNum + TypeNum + 12Number
EPNum + TypeNum + 12Number

Fudan_SP_000000000001
000101000000000003
000103000000000024
102109000000000221

Inf Syst Front
Table 2 Abbreviation and numbers for all types of electronic
pedigrees
Electronic pedigree type

Abbreviation

Corresponding
number

Initial environment pedigree
Environment pedigree
Birth pedigree
Initial pedigree
Inspection pedigree
Repacking pedigree
Transportation pedigree
Shipped pedigree
Received pedigree
Processing pedigree
Unsigned received pedigree
Unsigned transportation pedigree
Alt pedigree

IE
EN
BR
IN
IS
RP
TS
SP
RC
PC
UR
UT
AT

01
02
03
04
05
06
07
08
09
10
11
12
13

common condition in the electronic pedigree system because electronic pedigrees usually reach a company faster
than products. We have to guarantee that the follow-up
operations on the electronic pedigrees are consistent with
the facts. For example, when an electronic pedigree is sent
to a company but the corresponding product has not
reached, the staff cannot generate a received pedigree based
on the electronic pedigree. In order to face this problem, we
need integrate EPSServs with the EPCIS servers. When the
electronic pedigrees reach but the products do not, the
electronic pedigree system would not let the staff see the
arrival of the electronic pedigrees. Only after the products
have arrived and the EPCIS servers has recorded the information, the staff can see the electronic pedigrees of the
products and the EPCIS servers will offer the information
to help the staff generate the received pedigrees.
5.3 Integration with EPCIS servers
The EPSServs are integrated with the EPCIS servers, which
enable disparate applications to leverage Electronic Product
Code (EPC) data via EPC-related data sharing, according to
the concept of IIIE (Xu 2011). In our design, major information, such as temperature, time and location, is gained
from the EPCIS servers to create electronic pedigrees.
The EPCIS servers can offer standardized information,
because a lot of information needs to be recorded when the
system generates an electronic pedigree. If the company
forces a staff member to fulfill all the information, mistakes
are likely to be made because of carelessness. Besides, every
staff member has different preferences, so the same thing
may be recorded in different forms. However, the EPCIS
systems automatically input the information and have a

standard for the forms of the information. Then all the
electronic pedigrees can be generated in a unified format
and the electronic pedigrees can be generated conveniently.
In addition, the EPCIS servers help to save the time for
the generation of electronic pedigrees. If the EPSServs let a
staff fulfill an electronic pedigree, it will take several hours
for them to finish it even if they are experienced. Thus,
entering data by a human is expensive. However, it may
cost only several seconds when the EPSServs are integrated
with the EPCIS servers.
We use the event driven method for the EPSServ with the
EPCIS. We design a plugin of the EPCIS to monitor the
modification of relevant data, and create an integration event
which includes relevant information. Then the EPCIS will
send the event to the EPSServ, and the EPSServ create an
electronic pedigree.
5.4 Store and process massive data in the master server
The electronic pedigree system uses the distributed file
system to store the massive data in the master server.
When an electronic pedigree needs to be stored, the storing
location depends on its pedigree identifier, which is defined
in section 5.1. For example, if there are sixteen file servers:
f0, f1, f2… f15. The pedigree identifier of the electronic
pedigree needed to be stored is Fudan_SP_000000000072.
We use the twelve-digit number to mod the number of file
servers, which means 72 mod 16. Then the result is 8. So the
electronic pedigree should be stored in f8. After the electronic pedigree is stored in a file server, the mapping between the pedigree identifier and the physical address of its
location should be recorded.
When a search query approaches, the system uses the
pedigree identifier as the keyword to find the physical
address in the indexing table. Then, it uses the address and
pedigree identifier to get the electronic pedigree.
If some of the file servers have to be removed, we move
the electronic pedigrees on them to the rest file servers. We
just need store these electronic pedigrees as new ones. We
use their pedigree identifiers to mod the new number of the
file servers, and then decide the new location of the electronic pedigrees.

6 Discussion
6.1 Trustworthiness assurance
This section analyzes the trustworthiness assurance of our
electronic pedigree method based on comparison with
other types of tracking methods. We argue that our
electronic method has more advantages than other types
of tracking methods, especially for cross-organization
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applications. These advantages are the main contributions
of our paper.
Many companies use tracking systems based on RFID to
track object (Zheng et al. 2011). However, the trustworthiness of the data stored in the information system is not
ensured. That is, the data can be modified or deleted due
to multiple reasons, including counterfeit. This is a critical
issue for the drug supply, and is with food safety.
As is shown in Fig. 7, the electronic pedigree offers
trustworthiness assurance for the movement of an object in
the Internet of Things. That is, the integrity of the data
transmitted into cyber space will be ensured by using digital
signatures.
According to the comparison with the standard of
EPCglobal (EPCglobal 2007), the design of our electronic
pedigrees offers more completeness to cover the most
phases in the food production, transportation, and sale. As
is shown in Fig. 7, the light blue circles are used to describe
the trustworthiness assurance by the standard of the
EPCglobal, which cannot ensure the integrity of the data
in the phases of production, processing, inspection and
transportation. These phases are very important for food
supply. Thus, we design more electronic pedigree types to
ensure the food safety.
The green circles, therefore, are used to describe the
trustworthiness assurance given by our electronic pedigree
system. Obviously, our design covers the most phases of the
food supplies.
6.2 Vulnerabilities analysis
Because our electronic pedigree system depends on the
strength of PKI (short for public key infrastructure), all
vulnerabilities of PKI (Boldyreva et al. 2007; Shon and
Choi 2007) especially the cryptographic issues are also exist
in the system. Our design depends on the security of digital
signatures. Once the digital signature schemata are broken,
an attack can fabricate a same signature with different content. Then the security of our design will be broken. In
addition, the security of algorithm and key size are two
other issues in our system. The algorithm, e.g. RSA, and

key size, e.g. 1024 will determine the security level of our
design. Last but not least, the key management, especially
private key management, is a key issue in our system. The
trustworthiness boundary is determined by the active range
of the private key, once a signed electronic pedigree is
generated. That is, when an external system, or an external
software module, or an unauthorized person can access the
private key, the digital signature may be forged. As a result,
we must ensure that the private key is accessed in as small a
range as possible.
In addition, a physical link between a real object and a
sensor or a tag is another vulnerability. It is a special issue in
the applications of the Internet of Things. Usually, the
tracking data in electronic pedigree will be gathered through
an EPCIS system, where a RFID tag will be tightly attached
to an object, and a RFID reader can read the tag to create the
movement event for the EPCIS system. But if the tag is
transferred from one object to another object without any
trace (Mitrokotsa et al. 2010), the recorded data in the
electronic pedigree will be inconsistent with the truth.
Thus, the techniques to tightly attach a tag to an object are
very important for our electronic pedigree system.
Next, the vulnerabilities of RFID and sensors can affect
the security of our design. Due to the computation limitation
of RFID and sensors, the used ciphers and authenticate
protocols are usually light-weight, even ultra-light weight.
The security strength is usually traded off due to the limitation. Thus, the data from the RFID tags or sensors might be
modified without authorization.
Finally, although our system provides more trustworthiness assurance as is shown in section 6.1, the assurance
requires more cost. We must design and deploy the relevant
EPSServs to the nodes where the trustworthiness will be
ensured. The operators should be well trained. In addition,
more trustworthiness assurance will lead to long electronic
pedigrees, where includes many phases of the processes of
production and supply of foods. To address this issue, a
friendly UI to display electronic pedigrees could be a good
solution.
As a countermeasure to the above vulnerabilities, we can
propose a risk adaptive mechanism (MITRE 2004) or other

Fig. 7 Trustworthiness assured
by the electronic pedigrees
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security evaluation approach (Yan 2008) to ensure the food
safety. The risk adaptive mechanism will gather massive
data in the Internet of Things, use a quantified risk model
to assess the risk of an object or a sensitive operation,
activate one or more risk mitigation action(s) to mitigate
the risk, and make a decision based on the measured risk.
6.3 Conclusion and future work
This paper introduces an extension design of electronic
pedigree system for food safety. The system, which adopts
the master–slave architecture, uses digital signatures to ensure the trustworthiness of electronic pedigree. And the
system designs new electronic pedigree types to meet the
requirements of the food safety. Comparing with the traditional tracking systems without the support of electronic
pedigrees, our electronic pedigree system offers the trustworthiness assurance for the generation of data in the
Internet of Things. Furthermore, comparing with the standard of EPCglobal, our electronic pedigree system offers
more trustworthiness assurance. As a result, the proposed
system is more suitable for safe food supply.
We are trying to deploy the system in our project, to
evaluate the system availability. The project is supported
by the ministry of science and technology of the People’s
Republic of China, and focuses on topics of the agricultural
Internet of Things and food safety.
Our future work includes three aspects: First, from the
aspect of the design methodology, we will leverage
Multidisciplinary Design Optimization (MDO) (Li and Liu
2012), which is a suitable framework for designers geographically dispersed to work together, to meet the requirements of the development of the electronic pedigree system.
The framework can guarantee the development with fewer
conflicts. Second, from the aspect of privacy protection, the
current design only considers a little privacy issue. The
master of the electronic pedigree system can monitor all
sensitive data of all involved users, including manufacturers,
wholesalers, retailers, and end-users. A privacy-preserved
framework based on the blind signature technology (Sun et
al. 2005) can help our system to protect the privacy data.
And privacy aware security policies (Han and Lei 2012) can
guide the involved users to protect their owned privacy data.
Third, from the aspect of system design, we will extend the
design of CEPServ to support more analysis on massive
data. Because the current design can only support the storing
and retrieval according to the series numbers or electronic
pedigree identifier, but cannot support the data mining and
other more complex massive data processing. And we plan
to use Cloud Computing Technologies (Li et al. 2012) as our
future supporting technology. Furthermore, we will more
leverage the concept of IIIE to provide a next-level highly
sophisticated trustworthily tracking system, where ERP

(Entire Resource Planning) (Xu 2011) is one of the most
important features.
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Appendix A: Pedigree types in the previous pedigree
standard of EPCglobal
Initial pedigree This kind of electronic pedigree is used to
describe the initial condition of the products. When a product is produced, its initial pedigree should be generated.
Initial pedigree includes a product’s serial number and its
initial information. Environment pedigrees and birth pedigrees can be related to initial pedigrees, which record the
initial environment and birth condition of the product.
Repacking pedigree This kind of electronic pedigree is always
used to record the repacking information. When a product is
split into several smaller products or several products are
merged into one product, a repacking pedigree is required.
Repacking pedigree includes the repacking information such
as repacking time and location. Besides, the previous pedigree’s
identifier should be related to the new repacking pedigrees so
that we can trace the complete product information through it.
Alt pedigree This kind of electronic pedigree is used to link
accessories. Other electronic pedigrees can only contain
word information. But sometimes pictures, audio or video
are necessary. Besides, in some cases, certificates with much
data need to be related into an electronic pedigree while the
amount of information in an electronic pedigree is limited.
So we use the alt pedigrees to link the accessories.
Shipped pedigree This kind of electronic pedigree is used to
record the shipping information. When the present company
ships the products to another company, shipped pedigree
should be generated. The shipped pedigree includes shipping
time, location, receiver and other shipping information.
Received pedigree This kind of electronic pedigree is used
to record the receiving information. When the company
receives products, their received pedigrees should be generated. The received pedigree includes receiving time, location, recipient and other receiving information.
Unsigned received pedigree This kind of electronic pedigree is similar to the received pedigree, except that it has not
a digital signature. In some cases, the product is refused by
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other companies for some reasons after shipment. It means
the company will generate a received electronic pedigree
based on a shipped pedigree which is generated by the same
company. So the digital signature is redundant since the
product is always under the control of the present company.
In this case, we may generate an unsigned received pedigree
instead of a received pedigree.
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